. This special issue hosts five extended versions of selected papers among those presented at the workshop.
ment of elliptic curves when implemented on a state of the art CPU. The paper received the CHES 2013 best paper award.
In the paper "Stealthy Dopant-Level Hardware Trojans: Extended Version" by Georg T. Becker, Francesco Regazzoni, Christof Paar, and Wayne P. Burleson, the authors describe how to modify the behavior of a component in a malicious manufacturing environment while maintaining unchanged the metal layers of the chip. This is the so-called problematic of hardware trojans, where the intended behavior of a chip is changed in the manufacturing process, and these changes are well hidden and hard to detect.
The last three papers are related to the side-channel attacks field. In the paper "Using Bleichenbacher's Solution to the Hidden Number Problem to Attack Nonce Leaks in 384-Bit ECDSA: Extended Version", Elke De Mulder, Michael Hutter, Mark E. Marson, and Peter Pearson present a method for recovering the private key of a device executing the Elliptic Curve Digital Signature Algorithm. The Advanced Encryption Standard is the most widely used block cipher, and in "Masking vs. Multiparty Computation: How Large is the Gap for AES?", Vincent Grosso, François-Xavier Standaert, and Sebastian Faust depict the progress in protecting it. Finally, in "On Measurable Side-Channel Leaks inside ASIC Design Primitives" by Takeshi Sugawara, Daisuke Suzuki, Minoru Saeki, Mitsuru Shiozaki, and Takeshi Fujino, the authors provide an overview of the hardware building blocks and their side-channel leakage.
The guest editors would like to thank the reviewers of the special issue, the Springer editorial staff and the authors of the submissions.
